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Scope of the Policy
This policy applies to all members of the school community (including staff, students, volunteers,
parents / carers, visitors, community users) who have access to and are users of school ICT
systems, both in and out of the school.
The Education and Inspections Act 2006 empowers Headteachers to such extent as is reasonable, to
regulate the behaviour of students / pupils when they are off the school site and empowers members
of staff to impose disciplinary penalties for inappropriate behaviour. This is pertinent to incidents of
cyber-bullying, or other e-safety incidents covered by this policy, which may take place outside of the
school, but is linked to membership of the school. The 2011 Education Act increased these powers
with regard to the searching for and of electronic devices and the deletion of data (see appendix). In
the case of both acts, action can only be taken over issues covered by the published Behaviour Policy.
The school will deal with such incidents within this policy and associated behaviour and anti-bullying
policies and will inform parents / carers of incidents of inappropriate e-safety behaviour that take place
out of school.

Roles and Responsibilities
The following section outlines the e-safety roles and responsibilities of individuals and groups within
the school:

Governors
Governors are responsible for the approval of the E-Safety Policy and for reviewing the effectiveness
of the policy. This will be carried out by the Governors Resources Sub Committee receiving regular
information about e-safety incidents and monitoring reports. A member of the Governing Body has
taken on the role of Safeguarding Governor. The role of the Safeguarding Governor will include:
 regular meetings with the safeguarding steering group
 reporting to relevant Governors committee

Headteacher and Senior Leaders:



The Headteacher has a duty of care for ensuring the safety (including e-safety) of members of
the school community, though the day to day responsibility for e-safety will be delegated to the
E-Safety Co-ordinator / Officer.
The Headteacher and (at least) another member of the Senior Leadership Team / Senior
Management Team should be aware of the procedures to be followed in the event of a serious
e-safety allegation being made against a member of staff.

Network Manager / Technical staff
The Network Manager is responsible for ensuring:
 that the school’s technical infrastructure is secure and is not open to misuse or malicious attack
 that the school meets required e-safety technical requirements
 that users may only access the networks and devices through a properly enforced password
protection policy, in which passwords are regularly changed
 the filtering policy, is applied and updated on a regular basis and that its implementation is not
the sole responsibility of any single person
 that monitoring software / systems are implemented and updated as agreed in school policies

Teaching and Support Staff
are responsible for ensuring that:
 they have an up to date awareness of e-safety matters and of the current school e-safety
policy and practices
 they have read, understood and signed the Staff Acceptable Use Policy / Agreement (AUP)
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Safeguarding Designated Person
should be aware of the potential for serious child protection / safeguarding issues to arise from:
 sharing of personal data
 access to illegal / inappropriate materials
 inappropriate on-line contact with adults / strangers
 potential or actual incidents of grooming
 cyber-bullying

Students
Are responsible for using the school digital technology systems in accordance with the Student / Pupil
Acceptable Use Policy
 have a good understanding of research skills and the need to avoid plagiarism and uphold
copyright regulations
 need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so
 will be expected to know and understand policies on the use of mobile devices and digital
cameras. They should also know and understand policies on the taking / use of images and on
cyber-bullying.
 should understand the importance of adopting good e-safety practice when using digital
technologies out of school and realise that the school’s E-Safety Policy covers their actions
out of school, if related to their membership of the school

Parents / Carers
Parents and carers will be encouraged to support the school in promoting good e-safety practice.

Education & Training – Staff / Volunteers
All new staff should receive e-safety training as part of their induction programme, ensuring that they
fully understand the school e-safety policy and Acceptable Use Agreements.

Training – Governors / Directors
Governors / Directors should take part in e-safety training / awareness sessions

Use of digital and video images








When using digital images, staff should inform and educate students / pupils about the risks
associated with the taking, use, sharing, publication and distribution of images. In particular
they should recognise the risks attached to publishing their own images on the internet e.g. on
social networking sites.
As a teaching school videos may be used to support and improve teaching, these will be filmed
for specific reasons and only used for training purposes within the school, they will not be
published or otherwise shared without the express permission of the teacher and students
involved, unless consent has previously been given in writing.
In accordance with guidance from the Information Commissioner’s Office, parents / carers are
welcome to take videos and digital images of their children at school events for their own
personal use (as such use in not covered by the Data Protection Act). To respect everyone’s
privacy and in some cases protection, these images should not be published / made publicly
available on social networking sites, nor should parents / carers comment on any activities
involving other students / pupils in the digital / video images.
Staff and volunteers are allowed to take digital / video images to support educational aims, but
must follow school policies concerning the sharing, distribution and publication of those
images. Except in exceptional circumstances and with the express permission of the
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Headteacher, those images should only be taken on or saved on school equipment, the
personal equipment of staff should not be used for such purposes.
Students must not take, use, share, publish or distribute images of others without their
permission.
Photographs published on the website, or elsewhere that include students will be selected
carefully and will comply with good practice guidance on the use of such images.

Passwords
When choosing a password it must not contain obvious personal details, such as a pets name,
postcode, date of birth, name etc.
If you suspect your account has been compromised you must change your password
immediately and inform the Network Manager. Only 10 failed logon attempts are allowed, then
the account will be locked for 5 minutes.
A good way of creating strong passwords is abbreviating a sentence. For example: I rode my
bike 5 miles last Sunday could become Irmb5mlS.
The password must have the following as a minimum








It must be a minimum of 8 characters
It must contain a mix of upper and lower case letters and at least one number
It must not be your username
It must not be your initial password or the example above
It must contain at least one letter
It must not be based on a dictionary word
Do not use the same password for School accounts as for other access (e.g. personal
bank account, personal email account, etc.)

BYOD
1 Introduction
South recognises the benefits that can be achieved by allowing pupils to bring in their own
electronic devices to support their education, whether that is at home or School. This practice is
commonly known as “Bring Your Own Device” or BYOD. BYOD is only available to Staff, Year
12 & 13.

2 Students & Staff Responsibilities
All relevant AUP polices still apply to Students using BYOD. Anyone who uses the BYOD
network must take responsibility for their own device; this includes
 Maintain up to date antivirus
 Make arrangements to back up your documents
 Ensuring the device is patched and updated
 Report any security breach immediately to IT Helpdesk

3 Monitoring and Access
The school will routinely monitor personal devices, such as internet access and reserves the
right to:
 Prevent access to a particular device from the networks.
 Take all necessary and appropriate steps to retrieve information owned by the School
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Check files on the device.

4 Services



Filtered Internet Access
Web Printing for these file types;
o Microsoft Excel
o Microsoft PowerPoint
o Microsoft Word
o PDF
o Picture Files

5 Software
Office 365 is available to students and we encourage the installation on BYOD devices. This is
available on http://portal.southbromsgrove.worcs.sch.uk. The school does not have any other
licences for software to be used on personal devices.

6 Support
On our website we have a “BYOD” guide on how to connect to the wireless network and any
other relative supporting documents.
IT Support will not provide software or hardware support; the only exception is helping install the
HTTPS decryption certificate required to provide monitored secure communication for internet
traffic.

7 Extra safeguards
Appropriate security measures are in place (Smoothwall & firewall) to protect the infrastructure
from accidental or malicious attempts which might threaten the security of the school systems
and data. These are tested regularly. The school infrastructure and individual workstations are
protected by up to date virus software and definitions.
Personal data cannot be sent over the internet or taken off the school site unless safely
encrypted or otherwise secured.
As part of delivering filtered internet access we use Man in the middle (MITM) decryption system
so we can scan what is contained on encrypted webpages.
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Communications
The following table shows how the school currently considers the benefit of using technologies
for education outweighs their risks / disadvantages:

Mobile phones may be brought to school

 

 

Use of mobile phones in lessons

 



Use of mobile phones in social time (break/lunchtime and
before/after school)

 






Not allowed

Allowed at certain times

Communication Technologies

Allowed with staff permission

Students

Allowed

Allowed for selected staff

Allowed at certain times

Allowed

Staff & other
Adults





















Taking photos on mobile phones / cameras (no images of
students/staff permitted unless permission granted see policy
above)



 







Use of other mobile devices e.g. tablets, gaming devices



  







Use of personal email addresses in school, or on school
network



 







Use of school email for personal emails

  











Use of messaging apps

 











Use of social media

 











Use of blogs

 











The official school email service may be regarded as safe and secure.
Staff and students should therefore use only the school email service to communicate with
others when in school, or on school systems (e.g. by remote access).
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Unsuitable / inappropriate activities

Users shall
not visit
Internet sites,
make, post,
download,
upload, data
transfer,
communicate
or pass on,
material,
remarks,
proposals or
comments that
contain or
relate to:

Child sexual abuse images –The making, production or
distribution of indecent images of children. Contrary to The
Protection of Children Act 1978

X

Grooming, incitement, arrangement or facilitation of sexual acts
against children Contrary to the Sexual Offences Act 2003.

X

Possession of an extreme pornographic image (grossly offensive,
disgusting or otherwise of an obscene character) Contrary to the
Criminal Justice and Immigration Act 2008

X

criminally racist material in UK – to stir up religious hatred (or
hatred on the grounds of sexual orientation) - contrary to the
Public Order Act 1986

X

pornography

X

promotion of any kind of discrimination

X

threatening behaviour, including promotion of physical violence
or mental harm

X

any other information which may be offensive to colleagues or
breaches the integrity of the ethos of the school or brings the
school into disrepute

X

Using school systems to run a private business

X

Using systems, applications, websites or other mechanisms that bypass the filtering or
other safeguards employed by the school

X

Infringing copyright

X

Revealing or publicising confidential or proprietary information (e.g. financial / personal
information, databases, computer / network access codes and passwords)

X

Creating or propagating computer viruses or other harmful files

X

Unfair usage (downloading / uploading large files that hinders others in their use of the
internet)

X

On-line gaming (educational)

X

On-line gaming (non educational)

X

On-line gambling

X

On-line shopping / commerce

X

File sharing

X

Use of social media (e.g. Twitter, Facebook)

X

Use of messaging apps

Staff

Use of video broadcasting e.g. YouTube

Staff
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Unacceptable
and illegal

Unacceptable

Acceptable
for nominated
users

User Actions

Acceptable at
certain times

Acceptable

The school believes that the activities referred to in the following section would be inappropriate in a school
context and that users, as defined below, should not engage in these activities in school or outside school when
using school equipment or systems.

Student Acceptable Use Policy Agreement
I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk to
my safety or to the safety and security of the ICT systems and other users.
For my own personal safety:
•
I understand that the school will monitor my use of the systems, devices and digital
communications.
•
I will keep my username and password safe and secure – I will not share it, nor will I try to use
any other person’s username and password. I understand that I should not write down or store a
password where it is possible that someone may steal it.
•
I will be aware of “stranger danger”, when I am communicating on-line.
•
I will not disclose or share personal information about myself or others when on-line
•
If I arrange to meet people that I have communicated with on-line, I will do so in a public place
•
I will immediately report any unpleasant or inappropriate material or messages or anything that
makes me feel uncomfortable when I see it on-line.
I understand that everyone has equal rights to use technology as a resource and:
•
I understand that the school systems and devices are primarily intended for educational use and
that I will not use them for personal or recreational use unless I have permission.
•
I will not try (unless I have permission) to make large downloads or uploads that might take up
internet capacity and prevent other users from being able to carry out their work.
•
I will not use the school systems or devices for on-line gaming, on-line gambling, internet
shopping, file sharing, or video broadcasting (e.g. YouTube), unless I have permission of a
member of staff to do so.
I will act as I expect others to act toward me:
•
I will respect others’ work and property and will not access, copy, remove or otherwise alter any
other user’s files, without the owner’s knowledge and permission.
•
I will be polite and responsible when I communicate with others, I will not use strong, aggressive
or inappropriate language and I appreciate that others may have different opinions.
•
I will not take or distribute images of anyone without their permission.
I recognise that the school has a responsibility to maintain the security of the technology it offers me
•
I will only use my own personal devices (mobile phones / USB devices etc.) in school if I have
permission. I understand that, if I do use my own devices in the school, I will follow the rules set
out in this agreement, in the same way as if I was using school equipment.
•
I understand the risks and will not try to upload, download or access any materials which are
illegal or inappropriate or may cause harm or distress to others, nor will I try to use any
programmes or software that might allow me to bypass the filtering / security systems in place to
prevent access to such materials.
•
I will immediately report any damage or faults involving equipment or software
•
I will not open any hyperlinks in emails or any attachments to emails, unless I know and trust the
person / organisation who sent the email, or if I have any concerns about the validity of the email
(due to the risk of the attachment containing viruses or other harmful programmes)
•
I will not install or attempt to install or store programmes of any type on any school device, nor
will I try to alter computer settings.
•
I will only use social media sites with permission and at the times and in the places that are
allowed.
When using the internet for research or recreation, I recognise that:
•
I should ensure that I have permission to use the original work of others in my own work
•
Where work is protected by copyright, I will not try to download copies
•
When I am using the internet to find information, I should check that the information that I access
is accurate, as the work of others may not be truthful and may be an attempt to mislead me.
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I understand that I am responsible for my actions, both in and out of school:
•
I understand that the school also has the right to take action against me if I am involved in
incidents of inappropriate behaviour, that are covered in this agreement, when I am out of
school and where they involve my membership of the school community
•
I understand that if I fail to comply with this Acceptable Use Policy Agreement, I will be subject to
disciplinary action. This may include loss of access to the school network / internet, detentions,
suspensions, contact with parents and in the event of illegal activities involvement of the police.
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Student Acceptable Use Agreement Form
This form relates to the student / pupil Acceptable Use Agreement, to which it is attached.
Please complete the sections below to show that you have read, understood and agree to the rules
included in the Acceptable Use Agreement. If you do not sign and return this agreement, access will
not be granted to school ICT systems.
I have read and understand the above and agree to follow these guidelines when:
•
I use the school systems and devices (both in and out of school)
•
I use my own devices in the school (when allowed) e.g. mobile phones, gaming devices USB
devices, cameras etc.
•
I use my own equipment out of the school in a way that is related to me being a member of this
school e.g. communicating with other members of the school, accessing school email, VLE,
website etc.

Name of Student
Tutor Group
Signed
Date

Parent / Carer Countersignature
Signed
Date

.
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Staff Acceptable Use Policy Agreement
School Policy

New technologies have become integral to the lives of children and young people in today’s society,
both within schools / academies and in their lives outside school. The internet and other digital
information and communications technologies are powerful tools, which open up new opportunities for
everyone. These technologies can stimulate discussion, promote creativity and stimulate awareness of
context to promote effective learning. They also bring opportunities for staff to be more creative and
productive in their work. All users should have an entitlement to safe internet access at all times.

This Acceptable Use Policy is intended to ensure:
•
•
•

that staff and volunteers will be responsible users and stay safe while using the internet and
other communications technologies for educational, personal and recreational use.
that school ICT systems and users are protected from accidental or deliberate misuse that could
put the security of the systems and users at risk.
that staff are protected from potential risk in their use of ICT in their everyday work.

The school will try to ensure that staff and volunteers will have good access to ICT to enhance their
work, to enhance learning opportunities for students / pupils learning and will, in return, expect staff
and volunteers to agree to be responsible users.

Acceptable Use Policy Agreement
I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk to
my safety or to the safety and security of the ICT systems and other users. I recognise the value of the
use of ICT for enhancing learning and will ensure that students / pupils receive opportunities to gain
from the use of ICT. I will, where possible, educate the young people in my care in the safe use of ICT
and embed e-safety in my work with young people.

For my professional and personal safety:
•

•

•

•

•

I understand that the school will monitor my use of the ICT systems, email and other digital
communications.
I understand that the rules set out in this agreement also apply to use of school ICT systems
(e.g. laptops, email, VLE etc.) out of school, and to the transfer of personal data (digital or paper
based) out of school
I understand that the school ICT systems are primarily intended for educational use and that I
will only use the systems for personal or recreational use within the policies and rules set down
by the school.
I will not disclose my username or password to anyone else, nor will I try to use any other
person’s username and password. I understand that I should not write down or store a password
where it is possible that someone may steal it.
I will immediately report any illegal, inappropriate or harmful material or incident, I become aware
of, to the appropriate person.

I will be professional in my communications and actions when using school ICT
systems:
•

•
•

I will not access, copy, remove or otherwise alter any other user’s files, without their express
permission.
I will communicate with others in a professional manner, I will not use aggressive or
inappropriate language and I appreciate that others may have different opinions.
I will ensure that when I take and / or publish images of others I will do so with their permission
and in accordance with the school’s policy on the use of digital / video images. I will not use my
personal equipment to record these images, unless I have permission to do so. Where these
images are published (e.g. on the school website / VLE) it will not be possible to identify by
name, or other personal information, those who are featured.
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•
•

•

I will only use chat and social networking sites in school in accordance with the school’s policies.
I will only communicate with students / pupils and parents / carers using official school systems.
Any such communication will be professional in tone and manner.
I will not engage in any on-line activity that may compromise my professional responsibilities.

The school and the local authority have the responsibility to provide safe and secure
access to technologies and ensure the smooth running of the school:
•

•
•

•
•

•
•
•
•

•
•

When I use my mobile devices (PDAs / laptops / mobile phones / USB devices etc.) in school, I
will follow the rules set out in this agreement, in the same way as if I was using school
equipment. I will also follow any additional rules set by the school about such use. I will ensure
that any such devices are protected by up to date anti-virus software and are free from viruses.
I will not use personal email addresses on the school ICT systems.
I will not open any hyperlinks in emails or any attachments to emails, unless the source is known
and trusted , or if I have any concerns about the validity of the email (due to the risk of the
attachment containing viruses or other harmful programmes)
I will ensure that my data is regularly backed up, in accordance with relevant school policies.
I will not try to upload, download or access any materials which are illegal (child sexual abuse
images, criminally racist material, adult pornography covered by the Obscene Publications Act)
or inappropriate or may cause harm or distress to others. I will not try to use any programmes or
software that might allow me to bypass the filtering / security systems in place to prevent access
to such materials.
I will not try (unless I have permission) to make large downloads or uploads that might take up
internet capacity and prevent other users from being able to carry out their work.
I will not install or attempt to install programmes of any type on a machine, or store programmes
on a computer, nor will I try to alter computer settings, unless this is allowed in school policies.
I will not disable or cause any damage to school equipment, or the equipment belonging to
others.
I will only transport, hold, disclose or share personal information about myself or others, as
outlined in the School / LA Personal Data Policy (or other relevant policy). Where digital
personal data is transferred outside the secure local network, it must be encrypted. Paper based
Protected and Restricted data must be held in lockable storage.
I understand that data protection policy requires that any staff or student / pupil data to which I
have access, will be kept private and confidential, except when it is deemed necessary that I am
required by law or by school policy to disclose such information to an appropriate authority.
I will immediately report any damage or faults involving equipment or software, however this may
have happened.

When using the internet in my professional capacity or for school sanctioned personal
use:
•

•

I will ensure that I have permission to use the original work of others in my own work
Where work is protected by copyright, I will not download or distribute copies (including music
and videos).

I understand that I am responsible for my actions in and out of the school:
•

•

I understand

that this Acceptable Use Policy applies not only to my work and use of school ICT
equipment in school, but also applies to my use of school ICT systems and equipment off the
premises and my use of personal equipment on the premises or in situations related to my
employment by the school
I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be
subject to disciplinary action.

I have read and understand the above and agree to use the school ICT systems (both in and out of
school) and my own devices (in school and when carrying out communications related to the school)
within these guidelines.
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Responding to incidents of misuse – flow chart
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